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Network Intrusion Detection Based on Deep Clustering and Contrastive Learning

GUO Yingying, ZHANG Dongmei, LI Chenglong
(School of Computer Science and Technology , Shandong Jianzhu University , Ji'nan 250101, China)

Abstract: In the Internet era, network malicious intrusion events are increasing rapidly, and the importance of network intrusion detection is
becoming increasingly prominent. In order to improve the real-time performance of intrusion detection and solve the problem of insufficient la-
beled attack samples, a network intrusion detection model based on deep clustering and contrastive learning is proposed. Firstly, the modified
VGGNet and LSTM networks are used to extract local and global features, respectively. The clustering optimization model is optimized through
examples and comparisons, and abnormal data is detected based on clustering methods. Secondly, taking the raw data packets of network traf-
fic as input, the network traffic data is enhanced through optimized data augmentation methods to achieve contrastive learning. Experiments
and comparative studies on the CIC-IDS-2017 dataset have shown that the proposed model outperforms other similar methods, and the modi-
fied VGGN is more suitable for processing network traffic data. The introduction of LSTM and contrastive learning can both improve model per-
formance.

Key Words: contrastive learning; deep clustering; convolutional neural network ; network intrusion detection; anomaly detection
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Fig.1 Main structure of the model
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Fig.2 Structure of modified VGGNet
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Fig.3 Network structure of LSTM
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Fig. 4 Pre-training process
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Fig. 6 Model experiment results
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